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Scope

Objectives — data sharing that is efficient, secure, equitable, and transparent
Not just data sharing — data exchange and data access

Outcomes — knowledge production, more data access, building trust
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Data Use Agreements

A Documents that describe what data are being shared, for what purpose, for
how long, detailing access restrictions or security protocols

A Related to Memoranda of Understanding, Data Use Licenses, Data

Exchange Letters, Non-Disclosure Agreements

A Parties include data provider and data requestor
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Balancing Act

Knowledge management (data, code, documentation retention)

Statistical disclosure limitation

Computing environment

Data provisioning

Researcher credentialing

Data use locations

Data warehouseing

Data linkage

Extract, transform, load

Research proposals

IT security

Privacy and IRB

Data use agreements

Owner buy-in

Data
discovery
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What is Required

A Clear vision, objectives
A Understood vocabulary
A Coordination across sectors and organizations

A Collaboration across roles and disciplines
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Examples: Roles and Disciplines

Information | Data
Scientists Subjects

Social | Computer

Practitioners L. . b
Scientists Scientists

Lawyers Ethicists Statisticians Regulators

A Some are already working together

A Need to have better information transmission
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The Goal
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Framework: Five Safes
A Safe Projects | & |

A Safe People ,g: E]
A Safe Settings I - _i

A Safe Data

A Safe Outputs ‘ @
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Embedding the Five Safes into DUAs

A Intended data uses

A Terms for data access and handling

A Describe project outputs and expected publications

A Acceptable data uses, linkages, and topics of analysis

A Roles and responsibilities for the provider and researchers

A Metadata

A Reporting or disposition requirements
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Preparation

A What data are available?

I Is quality known? Is there documentation? Have other researchers used the data? What
elements are captured or retained?

A How long will it take?
I Negotiating and then getting the data. Is there an established data request process?

A Adherence to laws, regulations, and policies permitting data use

I Are there templates or existing agreement to follow? What data sharing has been
permitted before?
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Needs and Wants of Both Parties

A Researchers A Providers
I Preparation I Incentives/needs
I Negotiation I Documentation
I Responsibilities | Extraction
I Transparency I Sharing/hosting
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Consideration for Data Subjects
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A
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